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How to build a GDPR-compliant database system for storing personal-data?

Analyze
Translate GDPR articles into 
system-level capabilities 
and characteristics

Build
Implement GDPR 
requirements in Redis 
and PostgreSQL

Measure
Benchmark compliant 
systems against GDPR 
workloads
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Keep Record of Data Processing Activity

§ 33: Notification of A Data Breach 
(1) the controller shall without undue delay and not later than 72 hours 
after having become aware of it, notify […] (3) The notification shall at 

least describe the nature of the personal breach,”    

§ 30: Records of Processing Activities 
(1) Each controller […] shall maintain a record of processing activities 

under its responsibility.

GDPR-compliant datastore should:

Associate an 

audit trail   
with all data

Implement support for 

monitoring/logging 
of all data accesses
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3 Audit trail
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5 Origin of data

6 Externally shared?

7
Use in automated 
decision-making?
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Correctness 
% responses that match 

the expected results

Completion Time 
Time to complete all the 

workloads

Space Overhead 
Ratio of total DB size to 

size of personal data
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How do our compliant systems perform against GDPRbench?

 GDPR workloads run faster and scale better on SQL than NoSQL databases
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Compliance may result in high performance overheads
Production system should be carefully analyzed before enabling/claiming compliance

Compliance is easier in RDBMS than in NoSQL
Redis needed more involved changes and had much higher overhead

Real-World Implications

Compliance is a spectrum
Examine tradeoffs b/w strictness vs. efficiency 
Need mechanisms for efficient auditing/timely deletion/indexing
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We want to hear from you!

Find out more at  
https://www.GDPRbench.org/

https://www.gdprbench.org/
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Per data item 
Support right for 

every piece of data 

Granularity of Rights
Per service/person 
Support rights at the  
level of service

Strict interpretation that will benchmark worst-case performance overhead
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Support for TTL and Timely Delete

Redis has built-in support for TTLs but… it internally erases 
expired keys using a lazy randomized algorithm

3 hours

Code change:  we changed the expiry algorithm to be 
deterministic

GDPR-Compliant Storage Systems

6M keys —> 4.5 days


